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Message from CEO and Board Chair
Hello - We are here from the government,
and are here to help you. Probably not a
single one of us would find such a greeting of
welcome in our office. But the reality is that
Big Brother is looking over our shoulders
all the more, especially when it comes to
ensuring the privacy and security of PHI
(protected health information).
PHI surrounds us constantly. Governing the
handling of that PHI are the HIPAA Privacy,
Security, and Breach Notification Rules,
which now apply to both covered entities
(e.g., healthcare providers and health plans)
and their business associates. A “business
associate” is generally a person or entity who
“creates, receives, maintains, or transmits”
PHI in the course of performing services
on behalf of the covered entity. With very
limited exceptions, a subcontractor or other
entity that creates, receives, maintains,
or transmits PHI on behalf of a business
associate is also a business associate.
In summary, CIMRO is a Business Associate
(BA) to our clients from whom we receive PHI.
In turn, our Peer Reviewers (PR) are business
associates to CIMRO. Responsibilities as a
BA are defined in the PR subcontract signed
with CIMRO in order to provide peer review.
In a nutshell, this includes:
• Use appropriate administrative, physical
and technical safeguards
• Report within 24 hours any security
incident or breach of PHI use or
disclosure
• Not use or disclose PHI other than as
permitted or required
• Make books and records available for
purposes of determining compliance
with HIPAA rules

These obligations are always present and
even survive the termination of performing
peer review services.
Why is this important? The federal HHS
Office of Civil Rights (OCR) has stepped
up its audit and enforcement of HIPAA
requirements for not only covered entities,
but for business associates including the BAs
of BAs. For CIMRO, it is mission critical that
we protect the PHI that is entrusted to us,
and a big part of that is assuring that our PRs
have appropriate safeguards in place.
News articles inform of hefty settlements
and required Corrective Action Plans
between BAs and the OCR. One recent
account was that of a clinic who entered into
a verbal agreement with a 3rd party vendor
to harvest silver from its practice’ radiology
film in exchange for transferring the x-rays
into electronic media. Unfortunately, films
with PHI were released before satisfactory
assurances where made in the form of a
written business associate agreement.
One way to assess if you are properly
managing your BAs is to look at what
elements the OCR found acceptable in a CAP.
Here are a few key points:
• Designate one or more individual(s)
who are responsible for ensuring the
clinic enters into a business associate
agreement (BAA) with each of your BAs.
• Create a process for assessing the clinic’s
current and future business relationships
to determine whether each relationship
is with a “business associate,” as defined
under the HIPAA Rules.
• Create a standard template BAA.
• Create a process for negotiating and
entering into BAAs prior to disclosing PHI
to business associates.
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Create a process for maintaining documentation of a
BAA for at least six years beyond the date of when the
BA relationship is terminated.
Limit disclosures of PHI to business associates to the
minimum necessary amount of PHI that is reasonably
necessary for the BA to perform their duties.
Train all workforce members who use or disclose PHI
 Ensure new members are trained within 15 days
of employment
 Conduct annual training
 Review training materials annually to reflect
changes in Federal law or HHS guidance
Establish a process for receiving information of any
possible HIPAA violations or failures, and procedures
for promptly investigating the matter.
If after review and investigation, the clinic determines
that a member of the workforce has failed to comply
with its Privacy, Security, and Breach Notification
policies and procedures, then a record of events should
be kept with the following information:
 A complete description of the event, including
the relevant facts, the persons involved, and the
provision(s) of the clinic’s policies and procedures
implicated.

 A description of the actions taken and any further
steps the clinic plans to take to address the matter,
to mitigate any harm, and to prevent it from
recurring, including the application of appropriate
sanctions against workforce members who failed to
comply with its policies and procedures.
Additional information about the HIPAA Privacy, Security, and
Breach Notification Rule and your obligations as a CIMRO
Business Associate can be found at:
www.hhs.gov/hipaa/for-professionals.
To help you analyze if you are meeting your obligations as a
Business Associate, CIMRO is providing you with a series of
questions below to help identify HIPAA-related gaps.
Give thought to addressing YOUR potential HIPAA-related
gaps so that if someone from the government does comes
knocking, you will have defined processes in place that will
make such greeting one you can ‘welcome’ with greater
confidence knowing you have taken necessary steps to
protect PHI.

Assess YOUR potential HIPAA-related GAPS!
• Does your computing device have security measures such as required use of passwords?
Automatic logoff?
• Do you utilize encryption on your computing devices, i.e., Laptop, Desktop, Removable
Media, & Mobile Device?
• Do you ensure laptops are physically secured by use of cable locks?
• Do you use additional security software, such as antivirus software and personal firewalls,
if appropriate?
• Do you frequently check for updates to your Operating System and applications and
download and install them?
• Have you, or a third party, conducted a HIPAA Risk Analysis or some assessment for
ensuring security and privacy?
• Do you have the means to destroy case documentation after completion?

PR Quarterly is published by CIMRO. All comments, suggestions and inquiries are welcome and
should be directed to Jen Brackenhoff via email at jbrackenhoff@cimro.com.
2902 Crossing Court, Suite C, Champaign, IL 61822 | www.cimro.com
Telephone: 217.352.1060 or 800.635.9407 (toll-free) | Fax: 217.352.1182
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Omnibus HIPAA - Why it should matter to...

Business Associates

CIMRO Peer
Reviewers
are Business
Associates

What you need to know (and probably don’t)
The Omnibus HIPAA Rule of 2013 greatly strengthened the original healthcare data privacy and security
requirements. This change set strong obligations on business assoicates, along with severe penalties for
non-compliance.

Originally, Business
Associate applied to:
A person or entity that creates, receives
or transmits PHI in fulfilling functions for a
HIPAA-covered entity

Attention:
Providers,
Payors &
Business
Associates

Now, Business Associates include
many others:
A person or entity that creates, receives or transmits PHI in
fulfilling functions for a HIPAA-covered entity
Entities that “maintain” PHI for a
covered entity, such as a data storage
company.
E-prescribing
Gateways

Subcontractors
(CIMRO Peer
Reviewers are
subcontractors)

Health Information
Organizations

Data Transmition
Providers

Meet the Peer Review Staff
BACK, left to right:
Marge Donoghue, RN, BS
Dustin Kerchner, A.A.S.
Brandi Kastner, RN, BSN
Nickolena Coop, BS, RHIA
FRONT, Left to right:
Jennifer Clark, RN, MS, MSN
Jen Brackenhoff, RN, BSN, CPHQ
Cindy Scopel, RN
Amy Jo Adams, MA
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Expanded Review Options
External Peer Performance Evaluation

CIMRO recently introduced the External Peer Performance Evaluation. Referred to as EPPE, this new review
option was designed in response to clients requesting a “more affordable” approach to audit cases that did not
necessarily have known problems, but were essential to help clients demonstrate pro-active auditing for various
accrediting or credentialing needs. EPPE is offered at a lower cost than a comprehensive review because it does
not include narrative responses and the record is condensed to fewer than 100 pages. EPPE is not appropriate for
practitioners with known deviations from standard of care. The final report to client includes yes/no responses to
a set of predefined questions with a summary of trends including graphs and overall practitioner ratings. Below
is a graph depicting EPPE cases by specialty for a sampling of 534 reviews performed.

Onsite Review

As part of ongoing client relations and business development, CIMRO conducts customer-service oriented visits
periodically with leadership representatives in our client health systems. Our focus this year was to discuss
strategies to assist these systems meet quality monitoring goals in their catheterization laboratories, as well as
general conversation about perceived barriers to peer review.
One such barrier expressed was the lack of available onsite peer review. Described as having a peer reviewer (PR)
physically present in the facility to review a sampling of records, as well as meet with key individuals during the
visit. It was expressed this approach could be economical with large numbers of reviews avoiding time/expense
to send records and beneficial, from the facility’s perspective, to engage in real-time discussion with the PR.

4

Expanded Review Options - Continued

Historically CIMRO steered away from such onsite reviews with concerns of potential liability if a PR were put
in the position to perform direct care while onsite given that CIMRO’s professional liability coverage excludes
the performance of any medical service. However, in consultation with legal counsel and in-depth review of
CIMRO’s professional liability coverage it was determined that PR liability in the case of emergency care was
not a concern. In the event of a medical emergency, any voluntary performance of any medical services by the
PR would be solely in the discretion of the PR and would be without expectation or receipt of remuneration for
such emergency medical services.
To further protect CIMRO’s PRs against any potential liability and to assure clarity in the scope of services, PRs
who are engaged by CIMRO to perform Onsite Review are required to sign an amendment to their existing
Subcontract and Business Associate Agreement for Peer Review Services. In addition, CIMRO’s clients requesting
Onsite Review services are likewise required to sign an amendment that limits the PR obligation such that
nothing shall obligate the PR to provide any emergency medical services and no payments made pursuant to
the amendment shall be deemed remuneration for any such emergency medical services.
These documents include carefully constructed language to protect against any potential liability for CIMRO
and peer reviewers. Any exchanges by way of questions, comments, explanations, suggestions or the like in a
clinical setting between the physician being evaluated and the PR shall not be deemed the rendition of medical
services by the PR. The ultimate control of the patient and treatment shall at all times remain with the physician
being evaluated and the Client, except, perhaps, in the case of a medical emergency.
This Onsite Review option was recently utilized quite successfully. The review centered on diagnosis and
treatment of suspected over-diagnosing of a neurology condition. During the Onsite Review, the PR spoke with
the physician under review and the client’s Chief Medical Officer and key peer review staff. The PR conservatively
estimated that 25 to 30 percent of the neurological diagnoses were false positives. While onsite, dialogue
ensued surrounding the PR’s recommendations for more appropriate testing. Also discussed was the physician’s
criteria for determining treatment failure, which the PR said were not in the mainstream.
Ultimately the PR recommended the medical executive committee consider having the cases reviewed by a
second external peer reviewer such that the results could then be discussed with leading experts in the field
given the depth and breadth of the identified issues. The PR also shared that proctoring, continuing education or
restrictions on privileges may prevent harm to future patients, and suggested some system-wide improvements,
including changing protocols for radiologic contrast that should be utilized in the group of patients with the
diagnosis under review, be considered.
The client expressed their satisfaction with the process and the PRs recommendation of a comparison review. 5

Expanded Review Options (Continued)
Mentoring and Proctoring Services

Have you ever considered mentoring a newly practicing physician? Does evaluating a physician’s current cognitive
competency and/or procedural abilities spark an interest?
If YES, then we may have an assignment for you soon! CIMRO frequently receives client inquiries regarding
proctoring or mentoring. For that reason, with assistance from legal counsel, CIMRO has developed review
options to address both of these needs. Mentoring is generally defined as telephonic or, if agreed to, visual
communication by remote means (e.g. webcam, video conference calls, etc.), between a PR and the involved
physician. The purpose of mentoring is to provide advice intended to improve the physician’s handling of a
particular case or cases. Like peer review, mentoring is not considered provision of medical services and does not
typically involve any direct contact by the mentor with the patient or patients discussed during mentoring. If the
advice is provided via direct contact, such as at the facility requesting the service, the advice is then considered
Proctoring and would be handled by way of the Onsite Review option. If you are ever involved in a mentoring
or proctoring project, you will be provided with an amendment to your existing subcontract with CIMRO which
would cover any liability concerns, and you will be provided with a well-defined scope and negotiated payment
for the review. Additionally, the facility is provided with comparable documents.
CIMRO received one such request for mentoring from a facility concerning an inexperienced internal medicine
practitioner who was practicing in a specialty clinic. After EPPE review of a sampling of cases representing
the practitioner’s performance, our PR was asked to provide an overall summary and subsequent mentoring
related to decision making skills. The overall goal of the mentorship was to boost the new practitioner’s overall
confidence and improve quality of care. Prior to initiation of the project, the facility and CIMRO agreed to terms
on the scope of the mentoring including number of phone contacts per week, length of calls, number of months
the mentorship would continue, and what documents would be provided to the PR and facility during the
mentorship.

{

{

Peer reviewers who are especially interested in performing Onsite Reviews, Proctoring or
Mentoring are encouraged to contact Jen Brackenhoff, Project Manager of Operations and
Business Development at 217.352.1060 extension 4212 or jbrackenhoff@cimro.com.

Notice of Annual Meeting of Members
Notice is provided of the Annual Meeting of Members to be held on Sunday, March 26, 2017 at 8.30 am at the IHotel
in Champaign, Illinois. Any member interested in attending should contact Tina Georgy, CEO at 1.800.635.9407.
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CIMRO Peer Reviewer Corner: Ways to Improve Peer Reviews
Jens “Jay” A. Yambert, MD, FACP, FACEP
Medical Director
In this edition of the CIMRO Peer Reviewer Corner I
would like to describe some techniques which may
be used to improve the quality and usefulness of your
reviews. In cases where there are important timelines
of incoming information, such as with complicated
deliveries with prolonged fetal monitoring, it is
tempting to include all of the “notes” made (of events
and times) in the chart review. Although this indeed
shows the review was thorough and complete, the
summary may subsequently be disjointed and difficult
to interpret.
Including a timeline of important events and times
as an addendum to the final review will often allow
the peer reviewer to focus on important concepts and
quality concerns. Referring to specific line items in
the addendum, if necessary, makes the review more
concise and readable. In addition, adding a long list of
laboratory study results (including even normal ones)

clutters a review and confuses the final message.
Consider noting only significant or actionable
abnormal laboratory studies in your reviews.
Often, the opinions rendered in your reviews are
dependent upon the capabilities of the medical
institution or hospital where care was given. Although
research on a computer may quickly provide important
demographics regarding the medical institution under
review, always feel free to consult the CIMRO staff to
answer this question for you. We are here to assist
you in creating high quality and meaningful reviews
which ultimately improve our nation’s delivery of
health care.
Allow me to take this moment to thank all of our
CIMRO reviewers for a steady and successful 2016
year.

Seeking Interested Candidates
The Nominating Committee is seeking interested applicants for open seats on
the CIMRO Board of Directors with upcoming elections in March 2017. Terms
are for three (3) years. Seats open to election include:
•
•
•

At-Large Physician Representative
 Within or without of the State of Illinois
District #1 Physician Representative
 Must reside or practice in Cook County
District # 3 (Central) Physician Representative:
Must reside or practice in the Illinois Counties of Adams, Brown, Calhoun,
Cass, Champaign, Christian, Clark, Coles, Cumberland, DeWitt, Douglas,
Edgar, Ford, Fulton, Greene, Hancock, Iroquois, Jersey, Livingston, Logan,
Macon, Macoupin, Mason, McDonough, McLean, Menard, Montgomery,
Morgan, Moultrie, Peoria, Piatt, Pike, Sangamon, Schuyler, Shelby, Scott,
Tazewell, Vermilion, Woodford

Contact Tina Georgy, CEO at tgeorgy@cimro.com or 800.635.9407 ext. 4205 by
February 16, 2017

2017 CIMRO Board of Directors
Barry Slotky, MD - Chair
OB/GYN | Bloomington, IL
Ronald Johnson, MD – Vice Chair
Family Medicine | Pittsfield, IL
Patricia Luker, MHA – Sec/Treasurer
Hospital CEO | Monmouth, IL
Mary Belford, MD
Psychiatry | Kankakee, IL
Richard Grabher, MPH
Medicare Consumer |Champaign, IL
Deborah McDermott, MD
Internal Medicine | Swansea, IL
Kenneth Printen, MD
General Surgery | Wilmette, IL
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Important Notices

RadConnect, A New Image Sharing Program. With the increase of electronic health records, the

secure transferring of electronic PHI is under greater scrutiny now than ever before. The penalties for such an
incident are very steep and can apply to all individuals involved with an incident, including Business Associates.
Accordingly, in an effort to reduce CIMRO’s risk for a PHI incident, we are upgrading our mechanism to transfer
radiologic images to our peer reviewers. CIMRO is utilizing RadConnect, a web-based vendor neutral medical
image management solution, that supports the storing, sharing and archiving of medical records, images and
reports to securely transfer these images and documents that previously were sent on CD. All involved peer
reviewers will receive training on the program, and support services will be available from RadConnect 24 hours
a day. We are excited to offer this new technology that improves both security and ease of review of DICOM
images with our peer reviewers!

ShareFile Upgrade

As of August 22, 2016, the password-enhanced feature was implemented. The upgrade is intended to further
enhance security and minimize the risk of unintended PHI disclosures or breaches. The upgrade has gone very
smoothly and we appreciate your support with this transition.

Peer Reviewer Resources Available

{

{

For ShareFile or RadConnect assistance during business hours, please call Dustin at
217.352.1060 ext. 4209.

Did you know that CIMRO has several educational articles for peer reviewers on our website? Click on the
text links below:
• Current Peer Review Manual
• Guidelines for Utilizing References
• Conflict of Interest Q and A
• Fair Hearing Q and A
• Guidelines for Experimental and Investigational External Review
• Monitoring Criteria - How CIMRO Monitors PRs
Go to www.cimro.com to access these articles and more!

Fraud & Abuse

Regardless of whether a specific question is posed from the client regarding your thoughts on medical necessity.
If you identify any suspicion of fraud or abuse, please notify CIMRO. It is important to provide specific examples
from the records in support of your comments. While suspicion is not necessarily an indication of fraud and/or
abuse or misconduct, it alerts our clients to the fact that further evaluation of a practitioner’s practice patterns
8
may be warranted.

Important Notices (Continued)
Missouri-Licensed Peer Reviewers Needed

CIMRO works with the Missouri Department of Insurance on cases sent for external appeal and the DOI desires
use of MO licensed reviewers whenever possible. Peer Reviewer qualifications include active practice and board
certification in at least one specialty. We are especially interested in referrals for Missouri professionals in the
following specialties:
•
•
•
•
•
•
•
•
•
•
•

Interventional Cardiology
Cardiology
Gastroenterology
Addiction Medicine
Bariatric Medicine
Child and Adolescent Psychiatry
Adult Psychiatry
Medical Oncology
Gynecological Oncology
General Surgery with experience in LINX procedure
Radiation Oncology

Other Peer Reviewers Needed

As our independent peer review program continues to grow, we are also in need of the following specialties:

{

Cardiovascular/Thoracic/Vascular Surgery
Orthopedic Surgery (esp. spine)
Interventional Cardiology
Interventional Radiology/Neuroradiology
Neurosurgery

If you know of a potential peer reviewer candidate suitable to the specialties above, please
have them contact Jen Brackenhoff at 217.352.1060 ext. 4212 or jbrackenhoff@cimro.com for
more information.

{

•
•
•
•
•
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Confidentiality, Conflict of Interest, Code of Business Conduct

In accordance with CIMRO’s Compliance Program, the
Board of Directors has mandated an annual reminder
notice of our Confidentiality Policy, Conflict of Interest
Policy, and Code of Business Conduct requirements:
1. To emphasize the confidential nature of the
services provided by CIMRO,
2. To emphasize the importance of identification and
disclosure of conflict of interest, and
3. As part of our ongoing commitment and belief
that compliance to these is a shared responsibility.
Certification and Acceptance statements signed by
you are on file at CIMRO regarding your review and
acceptance of CIMRO’s Confidentiality Policy, Conflict
of Interest Policy, and Code of Business Conduct and
awareness of your obligation to comply with and
report actual or suspected violations of the Code,
which includes all confidentiality and conflict of
interest requirements. This obligation is a condition of
employment or a relationship with CIMRO.

and agreement that any failure to fully comply with
the letter and spirit of the Code, including any related
confidentiality and/or conflict of interest activities
and their reporting requirements, will be grounds for
immediate termination of employment, subcontract,
other contractual relationship or removal from the
Board of Directors, as the case may be.
Please understand that you are conclusively deemed
to have ratified your certification and acceptance
unless, within 10 business days of the date hereof, you
withdraw that certification and acceptance by written
notice received by CIMRO within that 10 day period.
If you are unable to locate your copy of the
Confidentiality Policy, Conflict of Interest Policy, or
Code of Business Conduct, you may call 1.800.635.9407
to speak with the Compliance Manager to request
another copy. You may also view the Code of Business
Conduct on CIMRO’s website at www.cimro.com.

This notice serves as a reminder that the Certification
and Acceptance statements you previously signed
remains in full force and effect. You have agreed to
abide by the letter and spirit of CIMRO’s Confidentiality
Policy, Conflict of Interest Policy, and Code of Business
Conduct. You also acknowledged your understanding
10

